OEJIEPAJIBHOE 'OCYJAPCTBEHHOE BIO//KETHOE OBPA3OBATEJIBHOE
YYPEKJAEHUE BBICIHEI'O OBPA3OBAHUA

CTABPOIIOJIbCKHI T'OCYJAPCTBEHHBINA ATPAPHBIA YHUBEPCUTET

CTABPONOABCKHH TOCYAAPCTBERHbIH
ATPAPHBIA YHHBEPCHTET

YTBEPKIAIO

Hupextop/lexan
(dakynprera MU(POBBIX TEXHOJIOTUI
Anukyes Cepreii Buktoponu

« » 20 I.

®OHJA OHEHOYHbLIX CPEACTB (OHEHOYHbBIX MATEPHUAJIOB)

b1.0.25 Agpmunuctpupoanue UC

09.03.02 MudopmMaliMoHHbIE CUCTEMBI U TEXHOJIOTUU
CHCTCMBIHCKYCCTBCHHOFOIHHEHHCKTa
OakanaBp

OYHas

Crasponoib, 2024



1. Ilepeyennb

IJIAHMPYEeMBbIX

pe3yJbTaToB

Oﬁy'lel-[l/lﬂ mo AUCHHUIIJINHE, COOTHECCHHBIX

IUIAHMPYEeMbIMH pe3yJIbTATAMH OCBOEHHUSI 00Pa30BaTe/JIbLHON MPOrpaMMbl

[Iponecc u3yuyeHus: TUCHUILIMHBI HampaBieH Ha GopmupoBaHue cieayroumx kommnereHuuit OII BO

" OBJIAICHUC CIICAYIOIIUMHU PE3yJibTaTaMH 06y‘leHI/I$I IO JUCIUITIINHE!

Kon n HanmeHoBaHMe Kon n [lepeueHp MIaHUPYEMBIX PE3yIbTATOB OOYUEHUS 110
KOMIETEHIINH HAaUMEHOBAaHUE JTUCIUILTNHE
WHANKATOpa
JIOCTUKEHUS
OIIK-5 Crnocoben | OTIK-5.1 3HaeT
MHCTAJIJIUPOBATh Hcnonezyer OCHOBHBIE COBPEMEHHBIE TEXHOJIOTUHU ITPOrpaMMHUPOBaHMUS,
IIpOrpaMMHOE Y| COBPEMEHHBIE | TECTUPOBAHUS U JOKYMEHTHPOBAHUS IPOrPAMMHBIX
anmapatHoe  oOecleyeHHe | TEXHOIOTUU komiutekcos MC
Juiss MHGOPMALMOHHBIX M | IPOTPAMMHUPOB | ymeeT
4BTOMATH3UPOBAHHBIX aHus, IIPUMEHATh COBPEMEHHBIE TEXHOJIOTUHU IPOrPAMMHUPOBAHHS,
CHUCTEM TECTUPOBAHUA | TecTUPOBAHUSA U IOKYMEHTUPOBAHUS ITPOrPaMMHBIX
u xomiuiekcoB M1C
AOKYMCHTHPOB | g yajeeT HABBIKAMEH
aHus HaBBIKAMH HCTIONIb30BAHMS COBPEMEHHBIX TEXHOIOTHIA
TIPOTPAMMHBIX | iy 6rpaMMUpOBaHUs, TECTUPOBAHHS U JOKYMEHTHPOBAHHUS
KOMILTICKCOB MpOrpaMMHBIX KomiuiekcoB MC
ncC
OIIK-5 Crnocoben | OTIK-5.2 3HaeT
MHCTAJIJIUPOBATh Yenemno MIPUHLIAIIBI M METO/BI TapaMETPUUECKON HACTPOUKH U
MIporpaMMHoOE Yl | BBITIOJIHSET MHCTAJISIUU MPOTPaMMHOTO U alnapaTHOro o0ecreyeHus
anmnapatHoe  00eCleYeHHe | [IapaMETPUUeC | ymeeT
JuIs  MHQOPMALMOHHBIX 1| KYIO IIPOBOAUTH MApaMETPUUECKYI0 HACTPOUKY U MHCTAIIIALUIO
4BTOMaTH3UPOBaHHBIX HACTPOUKY 1 MPOrPaMMHOTO U aIapaTHOrO o0ecreueHus
CUCTEM MHCTAJUIALUIO | yH(OPMALIMOHHBIX CUCTEM
HPOTPAMMHOIO | gy neeT HABBIKAMM
1 aMapaTHOTO | rexyomorusaMy yCIENIHOTO BHIMOTHEHHS TTapaMeTpHuecKoit
obecrieyeHHs HACTPOMKHU M MHCTAJUISILIMU IPOrPaMMHO-aNmapaTHIX
HH(pOPMALMOH | oy mexcon
HBIX U
aBTOMAaTU3HUPOB
aHHBIX CUCTEM
OIIK-5 Crnoco6eH | OIIK-5.3 3HaeT
WHCTAJJTUPOBATh [Tpumensier OCHOBHbIe MeTonuku uHctamuauuu [10 u TectupoBanus
IIPOrpaMMHOE U | METOAMKHU anmapaTHoOro odecrneueHust sl UHTEIICKTYaIbHBIX CHCTEM
anmapaTtHoe  OOCCHEYCHHE | MHCTAULILUE | ymeeT
juiss. MHGOPMALMOHHBIX U | IPOrPAMMHOTO MPUMEHSATh METOIMKHA YCTAHOBKH M TECTUPOBAHUS
aBTOMAaTU3UPOBAaHHBIX obecrieveHus, anmnapaTHO-MPOrPAMMHBIX KOMIUIEKCOB HH(POPMAIIMOHHBIX
CUCTEM METOANKHN CUCTEM
YCTAHOBKH U | g yaneeT HABBIKAMH
TECTHPOBAHMA | pakTHyecKUMM HABBIKAMY MHCTAJUISALMH, HACTPONKH U
alapaTHoro | recrypopaHys KOMIOHEHTOB ABTOMATH3HPOBAHHEIX CHCTEM
obecrieyeHus
TUISt
HUHTEIJIEKTyallb
HBIX,
MH(POPMAaLIMOH
HBIX U
aBTOMAaTU3HUPOB

AdHHBIX CUCTEM




2. Hepeqeﬂb OICHOYHBIX CPEACTB MO ITUCHUIIJIHHE

= Ko HHAMKATOpOB O1neHOYHOE CPENICTBO
3 P MPOBEPKH PE3yJIbTATOB
Ne HaumenoBanue pa3zaena/TeMsl g OCTHKEHUS
z KOMITETeRI JOCTIKEHHS HHIAUKaTOPOB
o KOMIICTCHIINI
1. |1 pa3nmen. AAMUHHCTPHPOBaHNE HHPOPMAMOHHBIX CHCTEM
OIIK-5.1, OITK- T
1.1. | BBenenne n aqMUHUCTpUpPOBaHE MHYOPMAIIMOHHBIX CHCTEM 7 5.2, OTIK-5.3 ceer
OIIK-5.1, OIIK- T
1.2. |KT1 7| 52,0MK-53 eet
13 VipaBiieHHe  CETeBHIMH  YCTPOWCTBAMH M MPOrPaMMHBIM 7 OIIK-5.1, OIIK- Tect
" | obecrieueHEM 5.2, OIIK-5.3
OIIK-5.1, OIIK- T
14. |KT2 7| 52,0MK-53 eet
Kondwuryparus CeTeBBIX  YCTPOMCTB  WH(OPMAIMOHHO- OIIK-5.1, OIIK- Tect
LS. 7 5.2, OIIK-5.3
KOMMYHHKAIMOHHBIX CHCTEM ’
I[IpomesKkyTOUHAs aTTeCTaLus Ok
3. OneHo4HbIe cpeacTBa (OLEHOYHbIC MATEPHAJIbI)
[IpuMepHbIA MEpeYeHb OLEHOYHBIX CPEACTB Uil TEKYHIEro KOHTPOJIS  yCIEBAaEMOCTH U

HpOMG)KyTO‘-IHOﬁ aTTeCTalinun

Ne | HammeHnoBanue Kparkas xapakrepucTuka IIpencraBieHne OLEHOYHOTO CPELICTBA B
/I | OLIEHOYHOT'O CPE/ICTBA OLICHOYHOTO CpEeACTBA ¢donne (OuleHOUHbIE MaTEpHAIIbI)
Texkyuui KOHTPOJIb
JIJ1s1 OLleHKHU 3HaHUIM

1 Tect Cucrema Dol TeCTOBBIX 3aJaHul

CTaHJAPTU3UPOBAHHBIX

3aJaHUM, TTO3BOJISIIONIAS

aBTOMAaTU3UPOBAThH

poLEaypy U3MEpPEHUs
YPOBHS 3HAHUW U YMEHUH
o0yuJarolerocs.

J1s1 OeHKU yMEHHUt

J1J1s1 OlICHKH HaBBIKOB

IIpoMexyTOUHas aTTecTamus




2 DK3aMeH CpencTBo KOHTPOIIA KoMmiekT 3x3aMeHaIMOHHBIX OMJIETOB
YCBOEHUS yu4eOHOT 0
MaTepuana u
bopmupoBaHUs
KOMIETEHIINH,
OpraHU30BaHHOE B BU/IE
Oecenpl 10 OWIeTaM ¢
1[EJIBIO TPOBEPKH CTETICHH U
KayecTBa YCBOCHHUS
M3y4aeMoro MaTepuarna,
OTIpEeICTTUTh
HEOOXOIUMOCTE BBEICHUSI
W3MEHEHUH B COJEpKAHHE U
MeTO/Ibl 00yUYEHUSI.

4. llpumepHblii GOHI OLEHOYHBIX CPeICTB AJS NMPOBeJeHHs TEeKyLlero KOHTPOJIS M IMPOMeKyTOYHOMH
aTTecTaluy 00y4aroIUXCs 10 JUCHUILIHHe (Moay o) "Agmunucrpuposanue UC"
IIpumepnvie oyenounvie mamepuanvt 011 MeKyule20 KORMpPOJia ycneeaemocmu
Pelitunr-konTpoins 1
. OcHOBHBIE (DYHKIMM aAMUHUCTpATOpa
. «30J10TBIE» TpaBUJIa AIMUHUCTPATOpa
. CTpyKTypa BBIYUCIUTEIBHOW CUCTEMBI
. [IporpamMmmMHoe obecnieuenue JieneHue no GyHKIHOHAIBHBIM BO3MOKHOCTSIM
. OcHoBHBIE ypOBHH (ciiou) coBpemeHnHoro [10
. OnepanioHHbIE CUCTEMBI (OMpeIeNeHue, Kiraccu(ukars)
. OcHoBHbIe (pyHKIIMOHANTBHBIE 3a1aun OC
. TpeboBanus k cepepHoii OC
9. OcHOBHBIE TpeOOBaHUS K COBPEMEHHOMY CEPBEpPY
10. KonTponep nomena
11. Ocnactka "Lentp anmunuctpupoBanus Active Directory”
12. IlpaBa noctyna B NTFS
13. Distributed File System (DFS)
14. GPO (Group Policy Object)
15. Xapakrepuctuku ciryx6 Active Directory, O6bexTsl Active Directory
16. JlomeHHass MOACID
17. Yetbipe 6a30BbIe MOJIEIIM OPTaHU3AIUN TJOMEHOB
18. Kakme ycrnoBus JomkHa oOecrneyuBaTh HMHPOPMAIMOHHAs CUCTEMa JUIsl  YCIEIIHOTO
(GyHKIIMOHUPOBaHUs?
19. Unpopmanmonnas 6ezonacHocts MC
PeltuHr-xoHTpONIH 2
1. 3anpocs! nponecca-kaueHTa Moy TCP
2. KonduneHuuanbHOCTh, LIEIOCTHOCTD, JOCTYIHOCTb, AyTEHTUUHOCTD, alleJNIuPyEeMOCTh
3. HagexHnocth, @DyHKUMOHANBHOCTH, O(QexTuBHOCTh, I[IpomsBoautensHocts MC Hanpaienus
3amuThl nHpopmanuu B M1IC
4. Metopl U TeXHOJOTMHU 3anuThl HHGopmarmu B UC
5. MeTtozbl ¥ TEXHOJIOTUH 3alllUThl KOH(UICHIIMAIbHOCTH HH(OpMaLuu
6. MeTo/ibl ¥ TEXHOJIOTMHU 3aLIUTHI LIEJOCTHOCTU HH(POPMALIUU
7. MeToabl ¥ TEXHOJIOTUHU 3aIUThI TOCTYITHOCTH MH(pOpMaUN
8. Opranu3anioHHbIE METO/IbI 3aIUTHl KOH(DUICHIIMAIBHOCTH HHPOPMAITUH
9. NnxKeHepHO-TEXHUYECKUE METO/IbI 3aIIUThl KOH(PUIEHINAIBHOCTH HHPOPMALIUU
10. Bo3MoOskHbIE IPUYMHBI IOTEPH TAHHBIX
11. IIpouecc miIaHUpOBaHUS CUCTEMBI PE3EPBUPOBAHNS ¥ BOCCTAHOBJIEHUS JaHHBIX
12. IInaHnpoBaHue pe3epBUPOBAHUS U BOCCTAHOBJICHUS JaHHBIX
13. BapuaHTbl pe3epBHOI0 KOMMMPOBAHUS
14. RAID maccus 1,5,10,50
15. Monenb nmocTpoeHus: KOPIOpPaTUBHON CHCTEMBI 3alllUThl HH(OpMauu
16. OcHoBHBIe BUBI yrpo3a 6e3onacHoctu UC u nndopmanmu
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PeitTunr koHTpOIH 3
. Kpunrorpadust, knaccuukanui KpunToairopuTMoB
. BpenonocHble mporpamMmbl U UX Kiaccuuxarus
. ITporpamMHbIe 3aKnagKu
. TpostHCKHMI1 KOHb, OCHOBHBIE BHJIbI TPOSHCKHUX MPOrPaMM U UX BO3MOKHOCTH
. Kommsrorepusiit Bupyc. Knaccudukanus mporpaMMHBIX BHPYCOB
. UepBb — BpeIOHOCHAS Mporpamma
. OCHOBHBIC BHJIBI TPOSTHCKHUX MPOTPAMM U UX BO3MOKHOCTH
. AHTUBHPYCBI, METO/IbI OOHAPYKEHUSI BUPYCOB
9. OBpHCTHYECKHE METO/IbI OOHAPYKEHUS] BUPYCOB
10. Monynu aHTUBUpYCa
11. MexceTteBoii 3KpaH
12. Cuctema oOHapyKEHUST BTOPKCHUI
13. Dramsl mpoekTHpoBaHUe CTPYKTYphl Active Directory
14. ba3zoBble MO/ENIM OpraHU3alid JOMEHOB
15. IlpaBa noctyma Windows (NTFS)
16. IIpaBa nmoctyna UNIX/Linux
17. 3anyck nporpammsl B "niecounurie” (Sandbox).
18. Knaccudukarust MeTo10B obecrieueHruss HHPOPMaIMOHHOM O€30IaCHOCTH
19. CtpykTypa CHCTEMBI 3aIIUTHI OT YIPO3 HAPYIICHUS KOHDUISHITMAIBHOCTH HHPOpMALIUN
Ilpumepnvle ouyenounvle mamepuanisl
0J13 NP0GEOCHUA NPOMENCYMOUHOI ammecmayuu (3auem, IK3amen)
nO UMO2am 0ce0eHuUs OUCYUNIUHBL (MOOY)
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. Xapaktepuctuku cinyk0 Active Directory, O0nekThl Active Directory
. OcHoBHBIE BUBI yrpo3a 6ezonacnoctu UC u nndopmanmu
. Monynu anTuBupyca
. OcHoBHbIe (yHKIMM aamMuHucTpatopa UC
. Distributed File System (DFS)
. AHTHBHPYCBI, METO/IbI OOHAPYKEHUSI BUPYCOB
. TpostHCKHI1 KOHb, OCHOBHBIE BHJIbI TPOSHCKHUX MPOrpaMM U UX BO3MOKHOCTH
. [IporpamMmmMHoe obecrieueHue JieneHue 1no GyHKIHOHAIBHBIM BO3MOKHOCTSIM
9. Xapakrepuctuku ciyx0 Active Directory, O6bexThl Active Directory
10. BpenoHocHbIe IpOrpaMMBbl U UX Kiaccupukanus
11. Kortponnep nmomeHa u ciyk0b1 Active Directory
12. KonduneHuaibHOCT n  uenoctHocts HMC, MeTompl M TEXHOJOTMM  3alllMTHI
KOH(pHICHIIMAITBHOCTH WH(OPMAITIHI
13. Mozens mocTpoeHus: KOPIOPATUBHOM CHCTEMBI 3alIUThI HH(OpMALIUN
14. Yrpo3bl ypoBHS MPUTTOKEHUN
15. Yrpo3s! ypoBHsI JaHHBIX
16. Yrpo3sl ypoBHS XOCTa
17. Yrpo3sl ypoBHs ceTH
18. Yrpo3sl ypoBHS IEpUMETpPa CETU
19. GPO (Group Policy Object)
20. IInanupoBaHue pe3epBUPOBAHUS U BOCCTAaHOBJIEHUS AaHHBIX, RAID maccuBbl
21. Cucrema obHapy:xenust Bropskenuii IDC
22. lomeHHas MOJIeIb, CTPYKTYpa Katasiora Active Directory
23. 3agaun agmuHUCcTpUupoBanus bJI.
24. ApxutekTypa nHpopManmoHHo 6e3onacHocTH cepepa b/l.
25. OredecTBEHHBIE CUCTEMBI JIJIs1 KPUTHUECKOW MH(OPMALMOHHONW HH(PACTPYKTYpHI
Temwt nucomennvix padom (3cce, peghepamot, Kypcoswvie padomast u op.)
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Bonpocsl k ax3aMeny

1. [TonsITHE «aAMHUHHCTPUPOBAHKE)» NMPUMEHHTEIHFHO K HHPOPMAIIMOHHBIM CHCTEMaM.

2. VndopmanuroHHble CUCTEMBbl M HMX THUIBL. 3agaud, (QyHKIMH U BUABl aIMUHUCTPUPOBAHUS B
WH()OPMAITMOHHBIX CUCTEMAX.

3. ABToMaTu3aIys YIpaBJieHUs CeThI0. AIMUHUCTPHUPOBAHKIE B KOPIIOPATUBHBIX CETSX.

4. Nudpactpykrypa UT.

5. IloHsiTHE KOMIIBIOTEPHOM CETH.

6. I[TakeTbl 1 IPOTOKOJIBI.

7. TyHHETMPOBAHHBIE COCTUHEHHUS.

8. Texnonornueckue xapakrepuctuku SSH.

9. IlonsTHe BEO ceprepa.

10. UaTepdeiicsl B3auMOISHCTBUS IPUIIOKECHHSI C BEO CEPBEPOM.

11. UepapxuyHas CTpYKTypa JOMEHHBIX UMEH.

12. IloHsATHE M TIEpeYeHb PECYPCHBIX 3aIIUCEN JOMEHHOIO UMEHH.

13. TexHONOTHM XPaHEHUS U CIIOCOOBI MX PeaTM3alIliu.

14. Peanuzanus u npuHmmn padotsl RAID.

15. KuzHeHHBIH UK HTHHOPMAIIMOHHON CHCTEMBI.

16. Cucrembl KOHTPOJISL BEPCUSMHU.

17. Onpenenenne puckamMu U yrnpaBJIeHUE UHIIMICHTAMU.

18. YmpaBnenue 6e30MacHOCTHIO.

19. ITonsiTHE CTY>KOBI KATAJIOTOB OpraHU3aIINH.

20. I'pynnoBeie nonutuku Active Directory.
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